Paszosnokuposka [IMH1 u ITIUH2.

[elicTBMA onMcaHHble B HACTOSALLLEN MHCTPYKLUMKN OCYLLECTBAAOTCA Ana pa3baoknposku MUHL ,

3a6/10KMPOBAHHOIO NPW OCYLLECTBAEHUN K JOCTYNa K JaHHbIM N0, KOHTponem aepxatena wam MNH2 ,
3a6/10KMPOBAHHOIO NPW OCYLLECTBAEHUN NPOLEAYPbI 3aNNCU 31EKTPOHHOM NoANMUCKU Ha KapTy YIK. Baokuposka

NPOUCXOANT NpU HEBEPHOM 3-X KpaTHOM BBoAe KaneHtom MNMNH Koaa.

1. Heobxoamumo yctaHoBuTb Kpunto-npo YIK CSP. 1na atoro Heobxoanmo:

3aperncTpmpoBaTbCca Ha canTe www.cryptopro.ru.

3arpysutb auctpubytums https://www.cryptopro.ru/download?pid=1200.

MHCTPYKUMA no HacTpoike: https://www.cryptopro.ru/products/fkc/kriptopro-csp-uec.

B pe3synbTaTte nonyyaem yCTaHOB/IEHHbIM Habop Ana paboTbi:
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2. Ons paszbnokunposku NMNH , Heobxoammo nomectutb YIK B KapT pugep v 3anyctute Kpunto-npo YIK
CSP.
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3. [anee HeobxoaMMo BOMTU BO BKNAAKY « O6opy0osaHUe» U HaxKaTb Ha KNaBuwy «Hacmpoums munsl

Hocumeneli».
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- Mectpauts i wocutench...

4, Danee cnepyet BbI6paTh HocUTeNb «UEC2» 1 HaxKaTb Ha Knasuwy «Ceolicmea».
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5. [anee ,8 Kpunto-npo Y3K CSP no sBepcun 3.6.6784 , cnepyet BbibpaTb BKAaaky «Beod PUK-koda» v B
none «Kod pazbaokuposku MUH» BBeCTU Kog, ans pa3bnoknposku ns NMUH KoHeepTa K KapTe Y3K. Koga ana
pa36/10KMPOBKK yKa3aH B nose «KPIM»



2 vEC2 ]

{% Ayresmwdwaws | Kmou ayrenndurawm

| Ofwme | Hacrpoiixa pazserii Beon PUK-®ona |

Kon pastnosupoexk MAH:

E Beecth

Mocne BBOAA KoAa Pa3bIOKMPOBKM CAeAyeT HaaTb Ha KAaBuwwy «Beecmu».

5.1 B Kpunto-npo YK CSP ot Bepcuun 3.6.6784 OKHO CBOICTB MMEET APYrOn BUA,

o UEC2 e

Oﬁl_lmel CBOMCTBa KapThl :

ATR: 367C130000806411650190730000008107

Mac(a: 7IllIlllIlllIllllllllllllllllllllll

Mpunoxexue: OB_() 1

3aperucTpuposaH B smartcard winlogon

[HacrpoﬁKaYBK]

' o [Comen ]|

B 3TOM OKHe Hy¥HO BblbpaTb BKAaAKY «CBOMCTBA KapTbi» U HaXKaTb KHOMKY «HacTpoiika YIK», nosaBUTCA OKHO
«HacTpoiiku YIK» , TaK»Ke 3TO OKHO MOXHO BbI3BaTb M3 nanku «Kpunto-Mpo» 3anyctne « UEC tool»:
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Daiin

Co3aaThb 3aMpoc Ha 8y TEeHTUOUKALWMOHHDBIE AaHHbIE: Cosaatb
YCTaHOBUTE ayTEeHTUHUKALWMOHHBIE AaHHbIe:

XpaHUNMLLE 3y TEHTUOUKELWIOHHBIX AGHHEIX
@ Peectp Windows

1 CMapT-KapTa AocTynHbI ANA BCeX NoMb30BaTenen

MpoBaitaep

CunTbiBaTEND

PaboTta c MWH

MpeabssuTs Koa pasbnoxuposku MAH (KPM)

PaboTa ¢ KapToit

I YaanuTb ayTeHTUOMKALIOHHYIO MHpOPMALIIO

[ CBpocuTL HACTPOIKK ] [Coxpanwrb Hac‘rpoﬁm] [ 3aKpbiTh ]

34ecb HYXXHO HaXaTb KHOMKY «BBecTu» , Ha GpOHe TeKyLero oKHa NosBuTCA OKHo «Beog KPIM»

[ Beoa kPMT [k

B none BBoAa HEOBXOAMMO BBECTU NPaBUbHbIN 8-3HaYHbIM Kog Pazbnokuposku MNH (KPM) 1 HaxkaTb KHOMKY
«OK». Ecnm Bce caenaHo NpaBubHO MNOABUTCA OKHO :

- =
Onepauus 3aeepiueHa @

KPI ycnewno eeegen. Moneimku eoaa PIN-koga cOpoLueHsl.

B pe3synbTaTe BEPHO NpOAeNaHHbIX MaHUNYAALMIA KoanyvecTBo nonbiTok MAH1 n NMUH2 ycTaHoBATCA paBHbIM 3.

3ameyaHune: Kpunto Mpo He no3sonaeT meHATb 3HaYeHuA MNMUH1 n MNH2 ; He meHAeT 3HaYeHMe U KONYeCTBO
nonbITok KPI1.



CmeHna napoJisa IIMH2.

1. [Ons cmeHa napona MUH2 , Heobxoanmo nomectuTb YIK B KapT puaep v 3anyctutb Kpunto-npo Y3K
CSP, Bbi6paTh BKNagKy «CepBUC» , HaXKaTb KHOMKY «M3MeHUTb Naponb...»

AnropuTMbl | Besonacocts | Winlogon I HacTpoiiki TLS
Ofume | OBopymosave | Cepsuc |  JononwutensHo

KOHTEMHED 33KPbITOro KNio4a

3TW MaCTEpa NO3BONAKT NPOTECTUPOBATL, CKOMMPOBATbL MK
YAANUTb KOHTEIHED 3aKDbITOro KNKYa C HOCUTENA,

[l‘bolecmposam...] [ CKONMPOBaTD. .. ] [ YaamTb...

CepTHOMKETD! B KOHTEIHEPE 38KPBITOro KNo4a

3TOT MACTEP NO3BONAET NPOCMOTPETL CEPTUDMKAETEI, HAX0AAWMECS
B KOHTEMHEPE 33KPLITOr0 KNKoYa, M YCTaHOBUTE MX B XPaHMAMLLE
CEpTUPMKSTOB.

[ MpocMoTpeTh cepTUhMKATLI B KOHTEMHEPE. .. ]

TMYHBIA CepTUOMKET

3TOT MACTEp NO3BONAET CBA3ETbL cepTUdMKAT 13 daina C
KOHTEIMHEPOM 38KPbITOr0 KNKoYa, YCTEHOBME 3TOT CcepTUhMKAT B
XpPaHUNMLLE.

[ YCTEHOBMTE AM4HbIN CEPTUOMKET...

Maponu 3aKpbIThIX KAKYEN

3T MECTEPa NO3BONADT M3MEHUTL Napomm (TTMH-KoAb!) 3aKpLIThIX
KITHOYEN MNK YAANUTb 3aMOMHEHHLIE PaHEE Naponu.

[ MsmenuTbnaponb... 4 [ynanm'bsmomen-uegapom...]

OK ] [ OTtMeHa ] [ MpMMEHUTE |




2. HaxaTb KHonky «O630p»:

l_.v_ VismereHne Naposa KORTEMHEPa 33KPbITOTO KAKYa -

KoHTelHep 3aKpbiTOro Kno4a
BBEAMTE UMK YKESKMTE KOHTEIMHED 38KPbITOro KNKYa, Ha KoTopoM Heobxoaumo g
M3MEHWTL Naponb.

MMA KNOYEBOro KOHTEMHEPE:
| r—

BEeaeHHOE MMRA 33A3ET KNIOYEBON KOHTENHED: [no CepTUOUKATY. .. ]
@ MonbzosaTens
() KomMnbtoTepa

BeibepuTe CSP Ana NOMCKa KNKOYEBLIX KOHTEIHHEPOE:
| CryptoPro GOST R 34, 10-2001 UEC CSP v|

3. ABTOMaTMYeCKM NPOU30OMAET yCTaHOBKaA CBA3M C cepBucom CV cepTudmMKaTtos. [aa reHepaLmm
C/ly4alHOrO YNC/1Ia TEPMMHAIA HEOBXOAMMO HaXKMMaTb Ha KHOMKM K/aBuaTypbl U nepemeLlaTb
YKasaTe/lb MbILWW:

-
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4. HaipgeH KntoyeBoi KoHTelHep 3M: BbI6paTb 3annch U HaxKaTb « OK»

ANTOl IpC
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dvKaTbl B KOHTEAHEPE 33KPLITOTO KAoua

KoHTeiiHep 3aKpbiTOro Kaoya

BBEAWTE MAM YKEKMTE KOHTEIHED 3aKPLITOro KNo4a ANA NpocMoTpa lg
cepTUhMKETOB B 3TOM KOHTEIHEPE
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B cnmcke nokasbiBaTth:
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CNMCOK KMOYEBLIX KOHTEIHEPOE NoNb30BaTens:
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Lok | [ omen |

5. B none «Mmsa Knto4eBOro KoHTelHepa» 6yaeT caenaH Bblbop KoHTelHepa M. HaxaTb «danee>»

k TecTvpoBaHWe KOHTEIfHEPa 38KPLITOro KAto4a e :J

e

KoHTelHep 3aKpbiTOro Kno4a

BEeauTe UK YKEKMTE KOHTEMHED 3a8KPLITOro KNKYa, KoTopbiit Heobxoamnmo lg
I nNpoTecTUpPoBaTh

WMa KtoHEBOro KoHTelHepa:

test [ 0630p... ]
BeeneHHOE MMA 3343eT KNOYEB0o KOHTeMHep: [l’lo CEPTUDMKATY. .. ]
@ MonbsoBaTens
() KomnbtoTepa

BeoibepuTe CSP anA noMcka Ko4esblxX KOHTEMHEPOB:
| CryptoPro GOST R 34, 10-2001 UEC CSP v
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6. B none «lMaponb» BBeguTe 3Ha4yeHue MNNH2.
B none «HoBbiit naponb» BBeAUTE HOBOE 3HaYeHMe MNMNH2.

B none «lMoBTOpHbIN BBOAY BBEeAMUTE elle pa3 HoBoe 3HavyeHue MNMUH2 gnsa KoHTpons.
Haxkmute KHonKy «OK».
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Napons: OcTanock nonbiToK: 3

Caenaxo nogmucei: 0
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O Komnellll  Hogwus naponb:
MosTOopUTE BBOA:
TpefoBaTh Naponb Ha KSKAYIO ONEPaLIIO
OrpaHit4eHns OcTaswmecs cobbiTua HoouTens
CpoK AeMCTBUA 38KPLITOro KNoya: Owmbku: HET AaHHbIX
paBEeH CPOKY ASMCTEMA OTKPLITOr0 Ko4a Ouwwmbky nogpsa: 3
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